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KntoueBble crioBa: pasrpaHMueHue pocTyna — access
control; obnauHas uHdppacTpykTypa — cloud infrastruc-
fure; cxema pasrpaHuuyeHms poctyna — access control

scheme; umutaumoHHas mogenb — simulated model;
RBAC.
PaccmatpuBaetcs HOBbIM noaxoa K oueHke

aAMMHUCTPUPOBAHUS CXEM pPasrpaHWyeHus JocTyna B
0bnayHbIX MHpacTpykTypax. OnpepensatoTcs ycnoBus
PeKOHUrypaLumm MCXOOHOM CXeMbl pasrpaHuyeHms
AocTtyna. NMprBoamTcs onmcaHMe MMMTALMOHHON MoJenn
aAMMHHUCTPUPOBAHUA CXEMbl PasrpaHMyeHus JocTyna.
O6cykpatoTcs pesyrnbTaTbl MPMMEHEHUSUMHUTALMOHHOTO
MOAENUPOBaHMS K peLUeHMO 330344 OL,eHKM CXEeMbl
joctyna B obnauHbix MHbpacTpykTypax. MNpeanaraercs
cnocob onpepeneHns ycrnoBmi PEKOHMUrypaLmm cxembl
pasrpaHuyeHms gocTyna.

The article describes new approach to evaluation of
administration of access control schemes in cloud infra-
structures. Conditions for reconfiguration of the initial ac-
cess control scheme are defined. A simulated model of
administration of an access control scheme is described.
Results of simulation modeling application to the solu-
tion of the problem of evaluation of the access scheme in
cloud infrastructures are discussed. The article proposes
a method for definition of conditions for access control
scheme reconfiguration.
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Beenenne

CrpemuTesbHOE pacpocTpaHeHe 00IauHbIX MHpPa-
CTPYKTYP CpeJiM aBTOMATU3MPOBAHHBIX CHCTEM PaBJINU-
HOTO Ha3HauUeHn s, HabJroiaeMoe CeTo/{HA B OTeYeCTBeHHOM
IT-cekTope, MOBBIIIIEHNE COBOKYITHO CTOMMOCTY aKTUBOB,
YCTPOMCTB, IPOrPAaMMHOrI0 obecneUeHNs ¥ KPUTUIECKN
Ba’KHBIX JAHHBIX B TaKMX CUCTEMaX, a TaK)Ke 3HaUU-
TeJIbHOE yBeJMUeHNe KOJIMYIeCTBA BO3JIeHICTBYIOIIUX Ha
HIX KOMIIBIOTEPHBIX aTaK — BCe 3TO OIpeMeJIsAeT aKTy-
aJbHOCTD 3aJa4 obecleueHNa 6€30IacHOCTH M pas3rpaHu-
YeHMA JOCTYIAa K MH(OPMaUOHHLIM pecypcaM 00IadHbIX
BBIUMCJIUTENbHBIX MHPPACTPYKTYP.

CorJiacHo McceJOBaHNAM, IIPOBEI€HHBIM aHAJIUTH-
kaMy poccuiickoi komnanny iKS-Consulting, 3a nepuox ¢
2015 roza mo 2020 rox poccuiicKIi PHIHOK 0OJIaUHBIX YCIYT
JIOJLKEH BBIPACTM B TPU Pasa M cOCTaBUTH 78,6 MuJIm-
apna pybaeii (http: //www.audit-it.ru/news/soft /887749.
html). K uncay kiroueBbIX TeHIEHIINIT Pa3BUTI 00JIaUHBIX
MH(PPACTPYKTYP OTHOCAT JAaJjibHelilllee yBeJMUeHNMEe UX
BO3MOSKHOCTEI 110 00ecIIeueHNIO HaJle)KHOCTH, OesoTac-
HOCTM, IPOMBBOANTENBHOCTH, YIIPABJIAEMOCTH M MAaCIIITa -
bupyemoctu. Taknum obpazoM, BOIIpockl obecrieuenns 6e30-
[IACHOCTH, & pasrpaHNUeHNe JOCTYIA SABJIAETC COCTaBHOM
4aCTbIO 6€30M1aCHOCTH, CTOAT Ha OAHOM 13 [I€ PBBLIX MECT.

ObnayHasg BeIUMCINTEJbHAA MHPPACTPYKTYPa (M
IIpoCTO «0bIavuHa " MH(PPACTPYKTYPa») — 5TO MOZEJb ceTe:
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BOTO JIOCTYIIA B PEXKUME <TI0 TPpeGOBaHIMIO» , KOTOPA s IIpef-
roJlaraeT MCIIoJb30Ba e BIUMCINTEIbHBIX PECYPCOB He
pabouell cTaHIMM IIOJBL30BATEA, Ha KOTOPOI paboTaeT
II0JIL30OBATEND, a CTOPOHHEN MH(ppacTpykTypsl[1]. JanHas
MoJieJb B [IePBYIO oUepeib HallpaBJeHa Ha MOBBIIIIeHNE
JIOCTYIHOCTY BBIUMCJINTENBHBIX pecypcoB. B cBoto ouepens
MoJeJb pasrpaHndeHNs focTyna (access control model)
NIpOBePSET MOJHOMOUN A CyOBEKTOB JOCTYIIa U IIPE0CTaB-
JeT (MJIM He IIpeIoCTaBIAET) JOCTYII K 3alIpalliuBaeMbIM
obbekTaM. B cBA3M ¢ TeM, UTO 0bs1avUHAa s MHDPACTPYKTYpa
ABJIAETCSA, KaK [IPaBUJIO, MyJIbTHaPEHAHOM cpenoit (multi-
tenant environment) [2], puck peanmnsaiiuy HeCaHKIIMOHN-
POBAHHOTO JOCTYIIA K KPUTHYUECKUM aKTHBaM I pecypcaM B
00J1a9HON MH(DPACTPYKTYPe BHAUNTEIBHO YBEJINUMBAETCH.

B HacroAmmit MOMEHT M3BECTHO MHOYKECTBO MoJleJIel
pasrpaHNYeHns JOCTYTIa, UCIIOML3YEMBIX B 0OIaUHBIX MH(ppa-
cTpYKTypax. COBOKYITHOCTE HACTPOEK MOJIEJNIN pas3TpaHm-
YeHMUs IOCTYIIa 00pasyeT cXeMy pasrpaHNIeHNs JOCTYIIA.
B xone anMuHMCTpUPOBAHNS CXEM Pa3TPaHNYeHNs JOCTyIIa
IIooOUepeIHO pellarTesd ABe 3aflauy: IepBOHAYaJbHOE
IIPOEKTUPOBaHME CXeMbl U PeKOHMUTIypalysa cXeMbl [3].
[TepBas 3asiayua 3aKJEOUAETCS B (POPMUPOBAHIY IIEPBUYHON
CXeMBblI U pelllaeTcd, Kak IIPaBWJIO, 10 HadaJda padoTbl B
aBTOMAaTU3UPOBAHHON cucTeMe. B xone padoThl B aBTO-
MaTMU3UPOBAHHOMN CHCTEME COCTaB O0BEKTOB 1 cyOBLEKTOB
JloCcTyIIa IpeTepIlieBaeT M3MeHEHU, YTO BbI3bIBaeT Heob-
XOZIMIMOCTE CBOEBPEMEHHOI PeKOH(MUTYpaLiiy [IePBUIHOM
CXEeMbI pas3rpaHUUEeHUA JOCTYIIA. OTH BOIIPOCHI PEIIA0OTCs
BTOPOI 3anadeii. IIpy 3TOM CI0KHOCTD pellleHMsI BTOPO]
3aJlauy yBeJUYMUBAETCH IIPOIOPHMOHAJILHO KOJIUIECTBY
00BEKTOB U CYO'BEKTOB JOCTYIIA. B pe3yabpTaTe IpU aiMu-
HUCTPUPOBAHNUY CXEMbI PAa3TPaHNYeHNs JOCTYIIa BOBMOMKHO
TI0sIBJIEHME OIIMOOK, BAMSAOIINX Ha JOCTYITHOCTE PECYPCOB
00JIaYHON MH(PPACTPYKTYPEL

ITess HacTOAMIETN PabOTEI BakJIIOYaeTCA B pa3paboTke
Moeay aIMMHUCTPUPOBAHUSA CXeMbl pasTpaHUUIeHN
JlOCTYTIA, TIOBBOJIAOIIIE} OLIeHUTE BBIITOJIHEHME KPUTEPHEB
JIOCTYITHOCTH 1 OLIP€MIeNIATh KpUTUUIECKIe BHAUEHNSA KOJIU-
YJecTBa M3MeHEeHUI cXeMbl pas3rpaHNde s NOCTYIIa, IIpK
JIOCTUKEHMY KOTOPBIX He0OX01MIMO BBIIIOIHEHIE ITEPBO-
HaJaJILHOTO IIPOEKTUPOBaHNA cXeMbl. MogeJs 1osBossgeT
TIOBBICUTD 3(h(PeKTUBHOCTE YIIPABJIEHN I TOCTYIIOM I, COOT-
BETCTBEHHO, 6e30I1acHOCTD 00IauHO MHPPACTP YKTYPbL

Pazrpanndenne gocTyia B 00J1a9HbIX HH(ppa-
CTPYKTYypax

OCHOBHBIMI IIpUInHaMU, I10 KOTOpOﬁ MHOTI'Me KOMITaHUN
He pelaroTcd I1ep eXoAUTL Ha obJayHbIe pellleHnsd, ABJIA-
IOTCA BOIIPOCHI besomnacHocTy. OnaceHnss 0THOCUTEJIBLHO
COXPaHHOCTN KOHC}Z)I/I,Z[QHLU/IB.JIBHBIX AaHHBIX, OTHOCAIIINXCSI
KaK K KOMMep‘-IeCKOﬁ TaﬁHe, TaK I K IIePCOHaJBbHBIM NaHHBIM
KJIMEHTOB, JJO CUX IIOP OCTATCA IVIaBHBIM IIP €IIATCTBMEM
IINMPOKOT0 BHeAPEeHUA 00JIaUHBIX TEeXHOJOTMUIA Mem,uy
TeM, caMM HpOBaﬁﬂepr yiKe JaBHO yOeJIAI0T IlepBOCTe-
IIeHHO€ BHVMMAaHMEe 6630HaCHOCTI/I, cumnTasna HeO6XO,Z[I/IMbIM
He TOJIBKO He(bOpMaJIbHoe COOTBEeTCTBIE COBPpEMeHHBIM
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TpeboBaHNAM, HO U ITOJyUeHMe (POPMAaIbHbIX cepTUU-
KaTOB COOTBETCTBMA MB3BECTHLIM CTAHAAPTAaM, HAIIPUMED
MeXIYHAPOLHOMY CTaHIAPTY 110 MH(POPMAIIMOHHOL He30-
nacuHoctu ISO/IEC 27001.

YupaieHue sJeMeHTaMM 00JadHOM MHQPPacTpyK-
TYPBI, TAKUMI KaK CETh, CepBepa, OIIEPaIMOHHbIE CYCTEMBI,
CUCTEMBI XPaHEHNT Y MHANBUAYAaJIbHBIE TI0JIb30BaTEILCKIE
IIPUJIIOYKEHUS, OCYIIeCTBIIAETCA, KaK IIPaBUJIo, IIpoBai-
JIepoM IIpenoCcTaBaAdgeMOro cepBuca. Tak Kak IpU 5TOM
3aYaCTYIO MCIIOJIb3YIOTCA pas3iniHble METONBI BUPTYaJU-
3arm, BO3HUKAET He0OX0IMMOCTh 0DecIIeUeH s aIeKBaTHO
3allUTHI MHPPACTPYKTYPBI B COOTBETCTBUM ¢ TpeboBa-
HYAMMY peryasaropa. OnHaKo B HACTOAIIee BpeMs IIOKa eIre
HeT YTBEPKIEHHbBIX PETYJIATOPOM TpeboBaHMIL K BaIIUTe
I07100HBIX MHPpPacTPYKTYp. IlosToMy nipenmosiaraerces, 4To
3aIIUTY 06JIaUHOM MH(PPaACTP YKTYPhI IIpoBalinep Ipous-
BOUT CaMOCTOSTEJLHO.

B obsaunoit nHppacTpyKType NelicTBIUA I0Ib30BaTEA
MUMEIOT CJIYYaliHbIl 1 HEIIPEPbIBHbBI XapaKTep, UTo 3HaAUN-
TEeJIbHO BaTPYAHSAET YIPaBJIeHIE pecypcaMm 1 Y CIIOMKHIET
obecrieueHNe 6e30IIACHOCTH CUCTEMBI B I1eJIOM. B cooT-
BETCTBUU C BBIIIENBIOKEHHBIM, OCTPO BCTaeT Ipobiema
5(PEeKTUBHOTO aIMUHUCTPUPOBAHNA CXeM pasTpaHy-
YeHUA OCTYIIA K pecypcaM obJIauHbIX MHPPACTPYKTYP.

Pacemorpum mHambosee pacrnpocTpaHeHHble MOIEJN
pasTpaHuUYeHNUa OCTYIIa, OpUEHTUPOBAHHBIE Ha UCIIOb-
30BaHMeE B 00JIaUHBIX MHPPACTPYKTYpax.

Hawnbonee pacrpocTpaHeHHOI ABIAETCA POJIEBas MOIENb
(Role-Based Access Control, RBAC)[4]. Bmongean RBAC
anMUHUCTPaTOp 6301 CHOCTY IPOUBBOAUT (hOPMUPOBaAHME
¥ HasHa4YeHYE POJell U ITOCTPOeHMe epapxum poJeit. B
COOTBETCTBUMY ¢ HABHAUEHHBIMU POJIAMM OIIPEeJesatoTesS
paspelleHHbIe IOJTHOMOYN A [ToNb30BaTe el Kasxmasd posis
dopMupyeTes, UCXOAA U3 3amad [oJab3oBaTes]d. PoJib
COIEPSKUT MUHUMAIBLHO HeOOXOAMMBbIL Hab0p TOJTHOMOUMNIA,
KOTOpble HeOOXOAUMBI II0IB30BATEJIO VIS BbITTOJIHEHN I
CBOMX (PYHKIIMOHAJIBHBIX 00sa3aHHocTell. [TosHOMOuNA MOTY T
I00aBIATLCA WM YOAJIATHCA 10 YCMOTPEHUIO afMUHM-
ctpaTopa. Mogeas RBAC nosyuniia mIupoKoe pacipo-
cTpaHeHye B 00JaUHBIX CTPYKTYPaxX B CBA3Y C TEM, UTO
OHa TECHO CBABaHa ¢ IIpolieccaMy UACHTU(UK AN [10/1b-
30BaTeJEN 00IAUHBIX XPAHUJINII Y CEPBUCOB.

B nocsieiHee BpeMa ogBMIMCh PA3HOBUIHOCTH TP~
umonHoi mogeayt RBAC, takue kak Task-RBAC, Trust-
RBAC un Temporal-RBAC. B monenu Task-RBAC naa
HoJiee neTaJBLHOTO YIIPABJIEHY JOCTYIIOM Ha3HaYaeMble
TIOJTHOMOUM I OCHOBBIBAIOTCA He TOJILKO Ha POJIAX, HO M Ha
3a7iavax, KOTOpble BXOAAT B (PYHKIMOHAIBHbIE 00513aHHOCTH
oab3oBaTeJeli [9] B aTol MoZesn posib MOMKET BBIKJIIO-
4aTh LeJIbli pAf 3a0ad. AIMUHUCTPaTOPhI 6e3011aCHOCTH
MOT'YT MCIIOJIbB0OBATh 3aJa ™M AJIS peasm3aliyy aKk TUBHOTO
pasrpaHnYeHNs NOCTYIIA, a POJIM — JIJIA ITaccuBHOTO. OTHAKO
yIpaBJeHNe pasrpaHUUIeHeM NOCTYIIA BEIPOKIAETC C
yBeJMUeHMEeM KOJIMYIEeCTBa 3a1ad.

Mogeat Trust-RBAC ocHOBBbIBaeTCsAa Ha KOHIIEIIITUNA
JIOBEPEHHOTO YIIPaBJeHUA, pas3paboTaHHON IJIA oIpe-
JleJIeHUS NOBEPUTEJbHBIX OTHOIIIEHMI MEXKY ITePCIIeK-
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TUBHBIMI TPaH3aKIMUAMHA [6]. OTa KOHLIeIIMA IpMU3BaHa
pemaTs pasandHble IIPodJIEMbl 0€30IIaCHOCTHM, HO ITOKa
He IOJIy4YMJIa ITPaKTUIeCKOT0 IIPUMeHe M.

B HeKOTOPBIX CIIydasax PoJsb MOKeET ObITh JOCTYIIHA B
TedeHMe OrpaHNYeHHOro BpeMeHn. Bosee Toro, BpeMeHHbIH
XapaKTep MOKET HOCUTD He TOJIBKO POJIb, HO M CBA3M BHYTPHU
caMo¥i postit. DT (PaKTOPBI YIUTHIBAET MoJiesb Temporal-
RBAC, B xoTOpOI posiu U 3aBUCUMOCTH BHYTPU poJielt
aKTUBUPYIOTCA C 3aJJaHHOM IIePUOIUUHOCTBEO [7].

ObnauHasg MHQPPACTPYKTYPa, Kak IIPaBUJIO, COCTOUT
13 HECKOJILKMX aBTOHOMHBIX KOPIIOPaTUBHBIX aBTOMAaTH-
3MPOBAHHBIX CUCTEM C PasJINIHBIMN MOJIeIAMY Oesorac-
HocTu. [oaToMy nuis 6e3omacHOl SKCILTyaTaly MyJIbTHa -
PeHIHOI cpenbl HeoOXOAVM NOCTATOUHO IMOKMIT MeXaHU3M
pasrpaHUUeHNs AOCTYyIa, INOANEPKMUBAIOIINI TeTepo-
TeHHBbIE CTPYKTYpPbL B KauecTBe Momesau JOCTYIA A
TaKMUX CTPYKTYP MOMKET BLICTYIIATD aTPUOYTUBHA S MOJIEIb
nocryma (Attribute-Based Access Control, ABAC)[8]. OTa
MOJIeJIb BBl IAeT aTpUOyThl 00 BEKTOB, JeMCTBUI, CyOb-
€KTOB I YCJIOBMIL focTya. [ MpefocTaBIeHs JOCTYIIa
¢ nomorbio Monesyu ABAC sHaueHusa aTpudbyToB cpaB-
HMBAIOTCS C ITOJUTHUKON 0e30IIaCHOCTM M IIPUHMUMAETCS
pelleHne o IpeoCcTaBIAeHNUN JOCTYIIA.

Tak Kak cpeM paccMOTPEHHBIX BhIIle Moziesell Hanboree
IIMpPOKoe IIpUMeHeHMe monyunna Mogenb RBAC, sta Monesnb
OyZeT MCIIONIb30BATHCS A5 Pas3paboTKY MO aiMUHM-
CTPUPOBAHNUSA CXeMbI Pas3TpaHNIeHNs JOCTYIIA.

IIocTanoBKa 3agaun Ha Pa3padoOTKY MOAEIN
AAMUHICTPUPOBAHUA CXE€MbI Pa3rpaHUYCHIA
JOCTyIma

B HacTosIeE BpeMs MoeMpoBaHe ABISAETCS OCHOBHBIM
METOMIOM MCCJIEIOBAHNI BO BCeX 00JIaCTAX BHAHMIL M HAYIHO
000CHOBaHHBIM METOLOM OLIEHOK XapaKTePUCTUK CIIOMKHBIX
CHUCTeM, B YaCTHOCTH, YIIPaBJeHUA JOCTYIIOM, MCIIOJb-
3yEMOT0 IJIS IPUHATHA PeIlleHnil B pasanyHbIX cdepax
neaTeabHoCcTU [9].

AHamns XapaKTepUCTUK IIPOLecCcoB (PYHKIIMOHUPO-
BaHUA CHUCTEMbI pas3TpaHrueHNs OCTYIIOM C IIOMOIILEO
aHAJUTHUIECKNX METO/I0B HaTaJIK/NBaeTC s Ha 3HAUNTe bHbIe
TPYOHOCTH, IPUBOAAIIME K HEOOXOAMMOCTH CYIIIeCTBEH-
HOT'O YIIPOIIIeHMA MoeJIel] U oIy YeHIUEO HeJOCTOBEPHBIX
pesyJsbraTos. [losToMy IIpencTaBiIsgeTCA 1eaecoodpasHbIM
JIJI MOZeIMpPOBaHy A paboThbl CO CXeMOI pasTpaHUUIeHNS
JOCTYIIa MCIIONb30BATh UMUTAIIMOHHYIO MOJIEJIb.

B Tabmimie 1 mpuBeneHo cpaBHEHNE UBBECTHBIX CUCTEM
VIMUTAIMIOHHOTO MO EINPOBAHUA 110 UX (P YHKITMOHATIHHBIM
BOBMOKHOCTAM. BbIO0p cucTeM, a Takke QPYHKINI, YUUTHI-
BaeMbIX JJI CPaBHUTEJBHON OLIeHKH, ITPOM3BOANIICSA Ha
OCHOBe aHaJM3a JaHHBIX, IIpeJicTaBJeHHBIX B [10, 11].

Peanuzanua uMuTalMoHHON MoZeaM AJsS POJIEBOTO
pasrpaHndueHusa NOCTYIIa BO3MOKHA TOJNBKO C MCIIOJIb30-
BaHMEM JIBYX [I0JIXOJIOB — areHTHOTO U NMCKPETHO-COObI-
TuiiHoro. IloaTOMY, MCXOAA U3 NaHHBIX CPaBHUTEJILHON

Tabmauia 1
CpaBHeHHEe CHCTEM HMHTALHOHHOTO MOAEJHPOBAHHUSA
CucreMbl UMUTALIMOHHOTO MOJCITUPOBAHUS
2]
o Py 2| e| E| & || 85| s|8s 2| B
22|25 |B| 35|88 2| =
IR 2| E|E|EC | (B9 5| &
~ <
1 KommnornoBounsle 6110KkU + + + + +
2 CASE-cpencrsa + +
3 IToToKOBEIE TMarpaMMBbl + + + + +
4 | Biok-cxemsl + + + +
5 ApXUTEKTYpa «JOKYMEHT — BU» +
6 ITonnepxka aHanusa pe3ynbraToB + + + + + + + +
7 | ABTOpPCKOE MOJEIUPOBAHUAE + + + + + + +
8 Crtparernyeckoe iaHUpOBaHUE +
9 | Mozaenu 6u3HeC-TIPOIIECCOB + + + +
10 | PeumKuHUPHUHT TpeIpUITHS + +
11 | Moaenu cuCTeMHON IMHAMUKU + +
12 | HenpepslBHOE MOJEIUPOBAHUE + +
13 | Moaenu TMHAMHAYECKUX CUCTEM + +
14 | JIuckpeTHOE MOACTUPOBAHUE + + + + +
15 | JuckpeTHO-COOBITUIHOE MOICTUPOBAHUE +
16 | AreHTHOE MOJEIUPOBAHUE +
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OLIEHKN, MOSKHO CZIeJIaTh BBIBOJI, UTO HanboJIee MOAXOAIINM
CpenCcTBOM MMUTAILMOHHOIO MoZenpoBanusa s RBAC
BBICTyIIaeT IIporpaMMHas cucTema AnyLogic.

VImuranorHas Mozies b a IMUHUCTPUP OBAHUA CXeMbI
pasrpanndennd nocryna RBAC B obmaunoit nagpactp yk-
Type, paspaboTanHas Ha ocHOBe AnyLogic, nMeeT 610UHbII
BUJ M OTpaskaeT paboTy agMUHMCTpaTopa 6e30IacHOCTI
CO CJIEIYIOIIVIMM MHOYKECTBAMIM!

U= {u,.},z =l,..,n,n=|U| — MHOYXECTBO I[I0JIb30BaTeJell
00JIaYHON MH(PPACTPYKTYPEI;

R= {rj },j =l,..mm= |R| — MHOYKECTBO POJIell MOJeJN
RBAC,

0= {ok },k =L..,L1l= |0|— MHOKECTBO 00'BEKTOB JOCTYIIA
00JIaYHO MH(PPACTPYKTYPhL

Torna BeIpasKeHME

ChRD_ =(U,0) (1)

olpefiesgeT TpedyeMyo (3TaJOHHYI0) CXeMy pasrpaHu-
YeHNs JIOCTYIIA, a BbIpasKeHMe

ChRDw =<U,O,R> (1)

olpefiesIgeT CXeMy PasTpaHNdeH)A NOCTyIIa, CKOH(UTY-
PUPOBAHHYIO aIMUHUCTPATOPOM De30IIacCHOCTMH.

3anava afMUHUCTPUPOBAHMUA CXeMBbI pasrpaHUIeHNA
JloCcTyIla B 00JavHON MH(PACTPYKTYPe 3aKJIIUaeTCs B
CJIEYIOIIIEM:

— IlepBOHAYAJIbHOE ITPOEKTHPOBaHME (KOH(MUTYyPAL)
cxeMbl ChRDgny, YHOBJIETBOPAOIIEH TpeGoBaHUAM IIO
obecrieueHno 6€30IaCHOTO U JOCTYIIHOTO PasrpaHNdeHN
JIOCTYyIIa K pecypcam;

— ucrnoabaoBanue CARD yy nast obecrievenns Tpeby-
€MOJi JOCTYTIHOCTH;

— CcBOeBpeMeHHOe pekoHgurypaimsa cxeMbl CARD
B CXeMy BUIA

ChRD™*" =(ChRD,,,U,O,R) 3)

rae U',O0',R — MHOeCTBO IOJb30BaTeell, pecypcoB U
poJieit, COOTBETCTBEHHO, MBMEHEHHbIE B ITPOLIECCE €€ aIIMU-
HUCTPUPOBAHNUA.

L1 TPUHATHUA pelleHnsa 0 PeKOH(UTYpaIun cXeMbl
pasrpaHnueHNs JOCTyIa He0OXOAMMO OLI€HUTb KPUTHUU-
HOCTb BJAMAHNA UBMEHEeHNIT, BHOCYMBIX aIMUHICTPATOPOM
feB30IIaCHOCTH B IIEPBUUHYIO CXEMY pasTpaHiIeHns JOCTyIIa
M OIIPEIeIUTD NOCTATOUHbBIE YCJIOBIA PEKOHUTY A,

B kauecTBe mokasaTesd KPUTUUHOCTHY IIpeJIaraeTcs
B3ATb «K02dhduimenT ommbru qocTyna» Kom, KOTOPBIL
XapaKTepU3 yeTCsa BEPOATHOCTHIO BOBHMKHOBEHN I OTKA3a
B noctytie (Pyox) ¥ BEPOSATHOCTHEO HECAHKIMOHIP OBAHHOIO
nocryna (Puacn) py eIMHUYHOM BOBIENCTBUM HA CXEMY
noctyna ChRDyyy, cienyrommm o6pasom:

Kom =1-(1-Fycp)d - Paon)- (4)

[Menbro MOZeIMPOBAHA ABIAETCS OIPEesIe e BbIITOJI-
HEHMA YCJIOBUI JOCTATOUHOCTH JJIA BBITOJIHEHM PEKOH-
purypanmm ncxonHoit cxemel K cxemam pasrpanndenns
IOCTyIla MPebABIAITCA TpeGoBaHNA 10 JOCTYIIHOCTH,
yKasaHHbIE B Tabiutie 2 [12].

Bripaskenus s pacuera sHaUeHU T TOKasaTeNel JOCTyII-
HOCTM pasTpaHUIeHNs JOCTYIIA ABJISIOTCSA CIeAYIOVIMI:

ATHoCT

PrAi = = omr
Noton (3)
P = o
N05m -N npan (6)
rze N g, — obljee KOJIMUIeCTBO 3alpocoB focTyma, Nox

~ KOJIMYeCTBO OUIMO0YHO paspelleHHbIX 3ampocoB, Noy
— KOJIMYECTBO OMMOOYHBIX OTKA30B B JIOCTYIIE, N:;; -
KOJMYIeCTBO 00OCHOBAHHBIX OTKAB0B B JOCTYIIE.

TaxuMm 006pasoM, JOCTATOYHBIM yCJIOBMEM IIPUHATHUA
pellleHNs IO PEKOHMUIYPAIMY CXeMbl pasrpaHNIeHNs
noctryna RBAC 6yneT mpeBbliieHNe €0 TpeboBaHUI 110
JIOCTYITHOCTH, IIPVUBEIEHHLIX B TabJulle 2.

Tabania 2

IHokazaTesn JOCTYMHOCTH CXeM pa3rpaHHYeHHsl JOCTyNA U TpeGoBaHusl,
NPEABAB/IACMbIC K HUM

HauMeHoBaHNIE O6o3HauecHne XapakTepucTHKa JomycTumMeie
HOKAa3aTeIL HOKAa3aTel 3HAYCHUA

BeposaraocTs Pucrt = Pucszn
HECaHKIMOHMPOBAHHOTO P OmpeensieT BeposTHOCTE | Pacamn =107
Aocryna omubok 1-ro poxa
BeposrHocTs Puon < Progen
HEOOOCHOBAHHOTO Fion OIIpezIeAeT BEPOATHOCTs | Protmn =107
OTKa3a B IOCTYIIE omuboK 2-ro0 poza
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I

Puc. 1. Cmpyxkmypa modeau a0MUHUCTPUPOSAHUA CXembl PaseparHuieruem docmyna

Puc. 2. Basucumocmsv xosppuryuenma owubxu docmyna om Koauecmaea udmeHeHut 8 creme docmyna

Mopenn cxemMbl yNpaBJIeHUSA pa3rpaHude-
HIEM JOCTYIIa

Ha puc. 1 nzobpaskena npensaraeMas UMUTALMOHHAS
MOIeJb aIMVHUCTPUPOBAHUA CXEMbl pasTpaHMUeHNUS
poctyma. Moneab MMUTHPYeT Ipoliece aIMUHUCTPUPO-
BaHMA [I€PBOHAYAJNBHON KOH(UTYpallMU CXeMbl pasrpa-
Hyaennsa foctyna ChRD,,,,, paspaboTaHHYIO aIMUHNICTPA-
TopoM 6e30IIacHOCTIL

Mopnens xapaxkTepusyeTcs CIeIyIOUIMMU KII0UeBbIMNU
BJIeMEHTaMIU:

— cxema ChRD,,, onlpesiesieHa B IepeMeHHbIX areHT-
Horo Tuna aUsers u aResourses,

— MeXaHM3M poJell peaau3oBal JBYMEPHBIMY MaCCH-
BaMM B areHTax aUsers u aResourses;

NMH®OPMALIHNA u KOCMOC Net

— 6atokn delay, queue oIpees AT BpeMsI IIOCTYIVIEHUA
3aIlpOCOB JOCTYyIIa ¥ oYepeb 3aIlp 0COB COOTBETCTBEHHO;

— JIOCTYII TI0JIb30BATENA K OIIpeiesIeHHOMY pecypcy
opmupyeTesa B 6J0ke split;

— IIOMICK 3aIIPOIIIEHHOTO Pecypca OCYIIeCcTBIAETCA B
6JoKe seize;

— IIpOBEpPKa IOHOMOUMIL ITOTB30BATEIA, OITPENeIAeMbIX
cxeMoii (1) Ha OCTYI K pecypcy, BbIIOJHseT 610k match;

— 6yok combine cunTaeT aKTHI IoCTyIa/0TKa3a B
JIOCTYIIE;

— 0cBODOXKIEHNE PECYPCOB ITPOMCXOINT B OJI0Ke release;

— kpurepnii changes olpenesseT KOIMIECTBO BHOCUMBIX
MBMEHEHUI B IIePBOHAYAJIBHO CKOH(DUTYPUPOBAHHYIO CXeMY
JOoCTyIla ¥ IIpMHUMaeT 3HadeHus oT 1 no 100.
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IKCIEePUMEHTATHHASA OIEHKA MO N

PesynpTaThl 3KCIIEPUMEHTAIBHO OLIEHKY (DYHKINO-
HUPOBaHNUA MMUTALMOHHON MOZeIM a IMUHUCTPIP OBaHIS
CXeMbI pas3rpaHMueHNs NoCTyIIa IIpeicTaBIeHbl Ha PIC. 2, e
TIOKa3aHbI 3aBUCUMOCTH KO PIUIIMEeHTa OLIUOKY TOCTYIIA
(Kom) OT KOJMUeCTBA M3MEHEHNIT B cxeMe H0CTYTIA (Nigw)
IIpY pPasINIHbIX 3HAUEHMUAX KOJNIEeCTBa areHTOB MOJe IV -
pyemorii cxeMbl (Nqr). KosnuecTBO M3MeHe NI, BHOCUMBIX
B [IEPBUYHYIO CXeMYy pasrpaHMYeHUA JOCTyIla, U3MeHs-
Jock oT opHoro 1o 64. IIpu MomeanpoBaHUM KOJINIECTBO
areHToOB MaMeHAJoch oT 1 1o 105 1J1A KasKI0T0 3aJaHHOTO
KOJIMYeCTBa M3MeHeHMII CXeMbl pas3rpaHNUeHNUA JOCTYIIa.

OKCIIEPMMEHT IT0Ka3aJl, UT0 JasKe IIPJ He3HAUNTEeJIbHOM
MB3MEHEeHUM CXEMBI JOCTyIla agMMUHMCTpaTopoM (OJ0K
changes) suauenus BruIpasxenmii (4), (5) u (6) BBIXOGAT
3a paMKM IIpeIbABIAEMBIX TpeOOBaHMIA.

3arJogenmne

[TpensaraeMpni HOIXOM K OIPENEIEHNIO YCJIOBUI OCYIIECT-
BJIEHMA PEKOH(MUTY AN CXeMbI PasrPaHNIeHU JOCTYIIA
(ympaBJsroIero Bo3 el iCTBIA) OCHOBAH Ha MMUTALIMIOHHOM
MOJIeIMPOBAHNM IIpoliecca aIMUHUCTPUPOBAHNUSA CXEMBL
PesympTaThl MogeamMpoBaHNUs IOKA3aMM, UTO B 00JIaTHON
MHPACTPYKTYype ¢ OOJIBIIMM UYMCJIOM IIOJb30BaTesel
IIpaKTUYecKy Joboe M3MeHeHNe CXeMbl pasrpaHNydeHNs
JIOCTyIIa MOSKET ITPUBOANUTD K BHAUNTEJIBHOMY YBEIIEHIIO
oIIMOOK HOCTYIA K 00J1aUHbIM pecypcaM. CienoBaTesbHO,
MOJKHO CZIeJIaTh BbIBOJI, UTO B 00JIAUHBIX MH(PPACTPYKTypPax
L1esIecoobpasHO aKKYMYJIMPOBATE MBMEHEHN A, CBABaHHbIE
¢ pecypcaMy, TIOJHOMOUMAMM M POJISIMU I10JIb30BaTeJeH
M OCYUIECTBJIATE OIIEPATUBHYO PEKOH(UTIyPalliio CXeMbl
pasrpaHn4eHNs NOCTYIIa TOJNbKO B aBTOMATU3UPOBAHHOM
PpesKMMe, UCKJIIOYAIOIIeM II0SIBJIEHME OINO0K, CBOICTBEHHBIX
«PYUHOMY» aIMUHUCTPUPOBAHMUIO.

JanpHelme 1ccjefoBaHNsA CBA3BIBAIOTCA C paspa-
60TKOII MOMeJIN OIIePATUBHON PeKOH(MUTYPaLUy CXeMbl
pasrpaHUUeHMa JOCTyIa OOJadYHOM MH(PACTPYKTYPbI
M co3laHMeM Ha ee OCHOBe JJI aJMMHMUCTpaTopa 6eso-
IIACHOCTY COOTBETCTBYIOILIETO CPEJICTBA CIIEIMAaJIbHOTO
IIPOrpPaMMHOTO 0beclIeueH.
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